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This document contains information on the architecture components, 
configuration, integration and installation and implementation instructions of the 
AppTree Framework Mobile application. 
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I. AppTree Framework Mobile Architecture 
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II. Application Implementation Requirements and Overview 

 
1. A database schema, typically ecfssm, is created and granted the necessary privileges 

(select, insert, update, execute, etc.) to the (FAMIS/eAM) database objects such as tables, 
views, packages, etc. 
 

2. Database tables, views, database links, API’s, etc are created under the ecfssm schema. 
 

3. Application Server(s) installation and configuration. (Oracle WebLogic/GlassFish Server 
Open Source) 
 

4. Application Server Cluster configuration. 
 

5. LDAP Integration configuration. 
 

• Web Service on the application server checks against the database to determine if LDAP 
Integration is enabled. 

• If LDAP Integration is enabled, Web Service performs an LDAP bind using the username 
and password entered on the client. 

• If LDAP bind was successful, Web Service performs validation against the database 
based on customer defined crosswalk between LDAP and FAMIS/eAM. 

• Web Service determines if the user has authorization to use the application. 
• Web Service determines the user role(s) and lets the user into the application. 

 
6. If LDAP Integration is not enabled, AppTree Framework Mobile logins are maintained in a 

database table or view.  
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III. Hardware Requirements and Recommendations 
 
The following hardware recommendations are based on the anticipated load of 100~150 
concurrent session of the AppTree Framework Mobile application. Production server(s) should be 
provisioned with flexibility to add/allocate additional resources when actual usage exceeds the 
anticipated usage. 
 
EC strongly recommends the disks be setup RAID5. If RAID5 is not a feasible option, disks 
should be running RAID0 (mirrored) at a minimum for redundancy. The Disk Capacity described 
in the tables below is available disk space outside of the Operating System footprints. 
 
For FAMIS customers, AppTree Framework Mobile can be deployed utilizing the existing Oracle 
WebLogic server installation. Customers will have the option to deploy AppTree Framework 
Mobile Web Services into the existing WebLogic domain hosting the FAMIS Java UI or into a 
separate WebLogic domain, typically apptm_domain. 
 
Oracle WebLogic 
CPU 2 CPU's 2.6GHz or higher 
Memory 8GB 
Disk Capacity 20GB 
Operating System Windows Server 2008 R2 64bit 

Windows Server 2003 R2 32bit 
Windows Server 2003 R2 64bit 
 
x86 
SUSE 10 (SP1+) 
SUSE 11 (all SP levels included) 
Oracle Linux 4 (UL7+) 
Red Hat Linux 4 (UL7+) 
Oracle Linux 5 (UL3+) 
Red Hat Linux 5 (UL3+) 
 
x86-64 
Oracle Linux 4 (UL7+) 
Red Hat Linux 4 (UL7+) 
Oracle Linux 5 (UL3+) 
Red Hat Linux 5 (UL3+) 
Oracle Linux 6 (UL1+) 
Red Hat Linux 6 (UL1+) 

 
GlassFish 
CPU 2 CPU's 2.6GHz or higher 
Memory 4GB 
Disk Capacity 10GB 
Operating System Windows Server 2008 R2 64bit 

Windows Server 2003 R2 32bit 
Windows Server 2003 R2 64bit 
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x86 
SUSE 10 (SP1+) 
SUSE 11 (all SP levels included) 
Oracle Linux 4 (UL7+) 
Red Hat Linux 4 (UL7+) 
Oracle Linux 5 (UL3+) 
Red Hat Linux 5 (UL3+) 
 
x86-64 
Oracle Linux 4 (UL7+) 
Red Hat Linux 4 (UL7+) 
Oracle Linux 5 (UL3+) 
Red Hat Linux 5 (UL3+) 
Oracle Linux 6 (UL1+) 
Red Hat Linux 6 (UL1+) 

 
The following platforms are also supported by GlassFish. Efficient Computing will working on 
certifying additional platforms after passing internal Quality Assurance Testing. 
 
Solaris SPARC Platform 
glassfish-installer-v2-b58g.jar, size 54M (English) 
glassfish-installer-v2-b58g-ml.jar, size 74M (Multilingual) 
 
Solaris x86 Platform 
glassfish-installer-v2-b58g-sunos_x86.jar size 54M (English) 
glassfish-installer-v2-b58g-ml-sunos_x86.jar size 74M (Multilingual) 
 
MacOS Platform 
glassfish-installer-v2-b58g-darwin.jar size 65M (English) 
glassfish-installer-v2-b58g-ml-darwin.jar size 85M (Multilingual) 
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IV. Installation of AppTree Framework Mobile Core 
 
Oracle WebLogic Server Installation 
 
1) Download and install JDK 1.6.34 jdk-6u37-windows-x64.exe 

 
http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-javase6-419409.html 
 
Run installer jdk-6u34-windows-x64.exe (NOTE: On Windows Server 2008, please make 
sure you right-click and select(Run as administrator) 
 

 
 
Accept the License Agreement and click on Next 
 
On the Java SE Development Kit 6 Update xx – Custom Setup screen, click 
onChange...and enter a directory name without any spaces(ie. 
C:\oracle\java\jdk1.6.0_34\) and click on Next. 
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JDK will be installed and the following directories/files will be created. 
 

 
 
On the Java Setup - Custom screen, click on Change...and enter a directory name without any 
spaces(ie. C:\oracle\java\jre6\) 
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JRE will be installed and the following directories/files will be created. 
 

 
 

2) Download and install WebLogic Server 10.3.6.0 64bit 
 
http://www.oracle.com/technetwork/middleware/ias/downloads/wls-main-097127.html 
 
1. Launch Command Prompt (NOTE: On Windows Server 2008, please make sure you 

right-click and select (Run as administrator) 
 

In Command Prompt: 
 
cd C:\downloads\oracle_install\weblogic_10.3.6 
 
set JAVA_HOME=C:\oracle\java\jdk1.6.0_34 
set PATH=%JAVA_HOME%\bin;%PATH% 
 
java -jar wls1036_generic.jar 
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2. Select Create a new Middleware Home: c:\oracle\middleware 

 

 
 

3. If you want to receive security updates for this product, enter your details and click Next. 
If you don’t want to receive security updates, uncheck the “I wish….” Checkbox (press 
YES on the alert message) and click Next. 
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4. Choose Typical Installation Type 
 

 
 

5. Leave WebLogic Server and Oracle Coherence Directories default 
 

6. Choose your JDK 
 

 
 

7. Confirm your installation directories 
 
WebLoigic Server: C:\oracle\middleware\wlserver_10.3 
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Oracle Coherence:C:\oracle\middleware\coherence_3.7 
 

 
 

8. Choose the Start Menu folder and press Next 
 

 
 

9. Review and click Next on Installation Summary screen 
 

 
 

10. Follow installation progress 
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11. Make sure "Run Quickstart" is unselected and click Done 
 

 
 

3) Create new WebLogic domain (ie. atfm_domain) 
 
1. Launch Command Prompt (NOTE: On Windows Server 2008, please make sure you 

right-click and select Run as administrator) 
 

In Command Prompt: 
 
set TEMP=C:\oracle\temp 
set TMP=C:\oracle\temp 
set JAVA_HOME=C:\oracle\java\jdk1.6.0_34 
set PATH=%JAVA_HOME%\bin;%PATH% 
cd C:\oracle\middleware\wlserver_10.3\common\bin 
config.cmd 
 
Select Create a New WebLogic domain and click Next 
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Make sure only Basic WebLogic Server Domain… is selected by default and click 
Next 
 

 
 
Change the domain name (ie. atfm_domain), and leave the directory as default. (ie. 
c:\oracle\middleware\user_projects\domains) 
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Configure Administrator User Name and Password 
Name: weblogic 
User Password: ******** 
 

 
 
Configure Server Start Mode and JDK 
WebLogic Domain Startup Mode: Production Mode 
JDK Selection: Sun SDK 1.6.0_34 @ C:\oracle\java\jdk1.6.0_34 
 

 
 
Select Optional Configuration 
Select Administration Server and click Next 
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Configure the Administration Server 
Please click on SSL Enabled check box and enter the following information: 
Name:AdminServer 
Listen address:All Local Addresses 
Listen port:7001 
SSL listen port: 7002 
 

 
 
Configuration Summary 
Review summary and click on Create. 
 

 
 
Uncheck Start Admin Server and Click Done 
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Once you see the 100% progress then click Done. Additionally you may selectStart 
Admin Serverwhich will immediately start the server. Or you may run the following 
command to start the server: 

 
4) Edit startWebLogic.cmd and stopWebLogic.cmd for automatic startup/shutdown 

 
Edit startWebLogic.cmd 
(C:\oracle\middleware\user_projects\domains\atfm_domain\bin\startWebL
ogic.cmd) and add the following variables for automatic startup of the WebLogic domain 
without being prompted for username and password. 
 
set WLS_USER=weblogic 
set WLS_PW=******** 
 
Example: 
 
. 
. 
. 
set SAVE_CLASSPATH= 
 
set WLS_USER=weblogic 
set WLS_PW=w3blogic 
 
if "%PRODUCTION_MODE%"=="true" ( 
 set WLS_DISPLAY_MODE=Production 
) else ( 
 set WLS_DISPLAY_MODE=Development 
) 
. 
. 
. 

 
Edit stopWebLogic.cmd 
(C:\oracle\middleware\user_projects\domains\atfm_domain\bin\stopWebLo
gic.cmd) and add the following variables for automatic shutdown of the WebLogic domain 
without being prompted for username and password. 
 
set WLS_USER=weblogic 
set WLS_PW=******** 
set wlsUserID=weblogic 
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set wlsPassword=******** 
set userID=weblogic 
set password=******** 
 
Example: 
 
. 
. 
. 
SETLOCAL 
 
set WLS_USER=weblogic 
set WLS_PW=w3blogic 
set wlsUserID=weblogic 
set wlsPassword=w3blogic 
set userID=weblogic 
set password=w3blogic 
 
if NOT "%1"=="" ( 
 set wlsUserID=%1 
 set userID=username=wlsUserID, 
. 
. 
. 

 
5) Create Oracle Startup/Shutdown Scripts in C:\oracle\dba_tool\bin 

 
Create directory C:\oracle\dba_tool 
Create directory C:\oracle\dba_tool\bin 
Create directory C:\oracle\dba_tool\bin\oracle_start 
Create directory C:\oracle\dba_tool\bin\oracle_stop 
Create directory C:\oracle\dba_tool\logs 
 
Create shortcut of 
C:\oracle\middleware\user_projects\domains\atfm_domain\bin\startWebL
ogic.cmdin C:\oracle\dba_tool\bin\oracle_start asstart_atfm_domain 
 

 
 



	
   	
  
	
  

 

 
 

AppTree	
  Software	
  209	
  North	
  Mount	
  Shasta	
  Blvd	
  Mount	
  Shasta	
  CA	
  	
  96067	
  
	
   Copyright	
  2013	
  

 

       

 

Main	
  888.680.8240	
  
Fax	
  530.918.3011	
  
 

Create shortcut 
ofC:\oracle\middleware\user_projects\domains\atfm_domain\bin\stopWebL
ogic.cmdin C:\oracle\dba_tool\bin\oracle_start as stop_atfm_domain 
 

 
 
Create startup script C:\oracle\dba_tool\bin\oracle_start\oracle_start.bat 
 
echo "Starting Oracle Processes" > C:\oracle\dba_tool\logs\oracle_start.log 
date /t >> C:\oracle\dba_tool\logs\oracle_start.log 
time /t >> C:\oracle\dba_tool\logs\oracle_start.log 
 
echo "Starting WebLogic for atfm_domain" >> C:\oracle\dba_tool\logs\oracle_start.log 
 
start "WebLogic atfm_domain" 
C:\oracle\middleware\user_projects\domains\atfm_domain\bin\startWebLogic.cmd 
 
echo "Completed Oracle Processes Startup" >> C:\oracle\dba_tool\logs\oracle_start.log 
date /t >> C:\oracle\dba_tool\logs\oracle_start.log 
time /t >> C:\oracle\dba_tool\logs\oracle_start.log 
exit 
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Oracle WebLogic Server Domain Performance Tuning Considerations 
 
1. Update setDomainEnv.cmd and restart atfm_domain 

 
Edit 
setDomainEnv.cmdC:\oracle\middleware\user_projects\domains\atfm_domain
\bin\setDomainEnv.cmd 
 
From: 
if "%JAVA_VENDOR%"=="Sun" ( 
 set WLS_MEM_ARGS_64BIT=-Xms256m -Xmx512m 
 set WLS_MEM_ARGS_32BIT=-Xms256m -Xmx512m 
) else ( 
 set WLS_MEM_ARGS_64BIT=-Xms512m -Xmx512m 
 set WLS_MEM_ARGS_32BIT=-Xms512m -Xmx512m 
) 

 
To: 
if "%JAVA_VENDOR%"=="Sun" ( 
 set WLS_MEM_ARGS_64BIT=-Xms1024m –Xmx2048m 
 set WLS_MEM_ARGS_32BIT=-Xms1024m –Xmx2048m 
) else ( 
 set WLS_MEM_ARGS_64BIT=-Xms1024m -Xmx2048m 
 set WLS_MEM_ARGS_32BIT=-Xms1024m -Xmx2048m 
) 
 
From: 
set MEM_PERM_SIZE_64BIT=-XX:PermSize=1024m 
set MEM_PERM_SIZE_32BIT=-XX:PermSize=1024m 

 
To: 
set MEM_PERM_SIZE_64BIT=-XX:PermSize=2048m 
set MEM_PERM_SIZE_32BIT=-XX:PermSize=2048m 

 
From: 
set MEM_MAX_PERM_SIZE_64BIT=-XX:MaxPermSize=2048m 
set MEM_MAX_PERM_SIZE_32BIT=-XX:MaxPermSize=2048m 

 
To: 
set MEM_MAX_PERM_SIZE_64BIT=-XX:MaxPermSize=4096m 
set MEM_MAX_PERM_SIZE_32BIT=-XX:MaxPermSize=4096m 
 
Restart WebLogic Domain 
 
C:\oracle\middleware\user_projects\domains\atfm_domain\bin\stopWebLogic.cmd 
C:\oracle\middleware\user_projects\domains\atfm_domain\bin\startWebLogic.cmd 

 
2. Desktop Heap Tuning (Requires Server Reboot) 

 
Click on StartRunregedit 
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Find the following entry: 
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Session 
Manager\SubSystems\Windows 
 

 
 
Change: 
%SystemRoot%\system32\csrss.exe ObjectDirectory=\Windows SharedSection=1024,20480,768 
Windows=On SubSystemType=Windows ServerDll=basesrv,1 
ServerDll=winsrv:UserServerDllInitialization,3 
ServerDll=winsrv:ConServerDllInitialization,2 ServerDll=sxssrv,4 ProfileControl=Off 
MaxRequestThreads=16 

 
To: 
%SystemRoot%\system32\csrss.exe ObjectDirectory=\Windows SharedSection=1536,20480,5120 
Windows=On SubSystemType=Windows ServerDll=basesrv,1 
ServerDll=winsrv:UserServerDllInitialization,3 
ServerDll=winsrv:ConServerDllInitialization,2 ServerDll=sxssrv,4 ProfileControl=Off 
MaxRequestThreads=16 

 
3. Add/Increase Admin Server Server Start parameter and restart atfm_domain 

 
Login to atfm_domain Admin Console 
http://SERVERNAME:7001/console 
weblogic/<PASSWORD> 
 
Go to the Server Start Tab and add the following Argument in the Arguments section. Click 
on Save and Activate Changes then try to start the Managed Server 
 
Example Values: 
-XX:MaxPermSize=512m 
-XX:MaxPermSize=1024m 
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Restart WebLogic Domain: 
 
C:\oracle\middleware\user_projects\domains\atfm_domain\bin\stopWebLogic.cmd 
C:\oracle\middleware\user_projects\domains\atfm_domain\bin\startWebLogic.cmd 
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Oracle WebLogic Server JDBC/Connection Pooling Configuration 
 
1. Login to Domain Admin Console 

 
http://SERVERNAME:8001/console 
weblogic/PASSWORD 
 

2. Click on Services  Data Sources and click on Lock & Edit 
3. Select New  Generic Data Source 

 
Name: atfmht 
Database Type: Oracle 
 

 
 
Database Driver: *Oracle’s Driver (Thin) for Service connections; Versions:9.0.1 and later 
 

 
 
Transaction Options: Leave the following checked. 
Supports Global Transactions 
One-Phase Commit 
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Connection Properties 
 
Database Name: htst.fmc.sc.edu 
Hostname: sage2.fmc.sc.edu 
Port: 1521 
Database User Name: ecfssm 
Password: fssadj011 
 

 
 
Click on test Configuration 
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Select Targets 
 
AdminServer 
 
Connection Pool Configuration 
 
Click on Services  Data Sources  Click on atfmht and click on the Connection Pool tab 

 
Initial Capacity: 5  
Maximum Capacity: 15 
Minimum Capacity: 1 
Statement Cache Size: 10 
 

 
 
Advanced 
 
Test Connection On Reserve: Checked 
Test Frequency: 120 
Test Table Name: SQL SELECT 1 FROM DUAL 
Seconds to Trust an Idle Pool Connection: 10 
Shrink Frequency: 900 
Connection Creation Retry Frequency: 60 
Login Delay: 0 
Inactive Connection Timeout: 30 
Maximum Waiting for Connection: 2147483647 
Connection Reserve Timeout: -1 
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Statement Timeout: 300 
Ignore In-Use Connection: Checked 
Pinned-To-Thread: Unchecked 
Remove Infected Connections Enabled: Checked 
Wrap Data Types: Checked 
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GlassFish Server Open Source Install 
 
GlassFish Server Download: 
http://glassfish.java.net/ 
 
JDK Download: 
http://www.oracle.com/technetwork/java/javase/downloads/jdk6u37-downloads-1859587.html 
 
1) Install Microsoft .NET Framework Version 2.0 Redistributable Package 

NOTE: Required for Windows Service to be created correctly 
 
64bit Download: http://www.microsoft.com/en-us/download/details.aspx?id=6523 
File Name: NetFx64.exe 
 

2) Download and install JDK 1.6.34 jdk-6u37-windows-x64.exe 
 
http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-javase6-419409.html 
 
Run installer jdk-6u37-windows-x64.exe (NOTE: On Windows Server 2008, please make 
sure you right-click and select Run as administrator) 
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Accept the License Agreement and click on Next 
 
On the Java SE Development Kit 6 Update xx – Custom Setup screen, click 
onChange...and enter a directory name without any spaces(ie. 
C:\oracle\java\jdk1.6.0_34\) and click on Next. 
 

 
 
JDK will be installed and the following directories/files will be created. 
 

 
 
On the Java Setup - Custom screen, click on Change...and enter a directory name without any 
spaces(ie. C:\oracle\java\jre6\) 
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JRE will be installed and the following directories/files will be created. 
 

 
 

3) Install GlassFish Server glassfish-3.1.2.2-windows-ml.exe 
 
1. Launch command prompt 

 
set TEMP=c:\temp 
set TMP=c:\temp 
set JAVA_HOME=C:\Java\jdk1.6.0_37 
set PATH=%JAVA_HOME%\bin;%PATH% 
 
cd C:\downloads 
glassfish-3.1.2.2-windows-ml.exe -j C:\Java\jdk1.6.0_37 
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2. Select Typical Installation 
 

 
 
3. Installation Directory: C:\glassfish3 
 

 
 
4. Check Install Update Tool 

Uncheck Enable Update Tool 
 

 
 

5. Click on Install 
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6. Create GlassFish domain 
 

Domain Name: atfm_domain 
Admin Port: 4848 
Http Port: 8080 
Username: admin 
Password: *********** 
Create Operating System service for the domain: checked 
Service Name: atfm_domain_Service 
Start domain after creation: checked 
 

 
 
A new Windows Service should be created 
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7. Static HTML File path C:\glassfish3\glassfish\domains\atfm_domain\docroot\html 
 
http://localhost:8080/html/test.html 
 

8. Manual Domain Startup/Shutdown 
 
Manual domain startup 
 
C:\glassfish3\glassfish\bin\asadmin.bat start-domain atfm_domain 
 
Manual domain shutdown 
 
C:\glassfish3\glassfish\bin\asadmin.bat stop-domain atfm_domain 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
GlassFish Server Performance Tuning Considerations 
 

1. Increased Page File. Requires Server Reboot 
 
From:2048~4096 
To:4096~8192 
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2. Adjust http-thread-pool. http://localhost:4848 
 Configuration  server-config  Thread Pools  http-thread-pool and thread-pool1 
 
Max Thread Pool Size 
From: 5 
To: 200 
 
Min Thread Pool Size 
From: 2 
To: 100 
 

3. Adjust domain.xml jvm-options 
 
C:\glassfish3\glassfish\domains\atfm_domain\config\domain.xml 
 
-Xms and -Xmx 
 
The size of the heap is determined by the Java options -Xmx (maximum) and -Xms 
(minimum).  While a larger heap can contain more objects and reduce the frequency of 
garbage collection, it may result in longer garbage collection times  especially for a full 
GC cycle. The optimum value for Xms and Xmx can be determined by the following 
points 
 
initial and maximum heap sizes are 
 
Increase Initial heap size of 1/64th of the physical memory, up to 1GB. 
 
(Note that the minimum initial heap size is 32MB, since a server-class machine is defined 
to have at least 2GB of memory and 1/64th of 2GB is 32MB.) 
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Increase Maximum heap size of 1/4th of the physical memory, up to 1GB. 
 
From: 
<jvm-options>-Xmx512m</jvm-options> 
To: 
<jvm-options>-Xmx1024m</jvm-options> 
 
Add: 
<jvm-options>-Xms1024m</jvm-options> 
 
From: 
<jvm-options>-XX:MaxPermSize=192m</jvm-options> 
To: 
<jvm-options>-XX:MaxPermSize=256m</jvm-options> 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
GlassFish Server JDBC/Connection Pooling Configuration 
 
Integrate the JDBC Driver into GlassFish Server 
 
To integrate the JDBC driver, you copy its JAR file into the domain and then restart the domain 
and instances to make the driver available. 
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1. On dashost.example.com, copy the JAR file for the JDBC driver into the domain's lib 
subdirectory. 
 
$ cd /home/gfuser/glassfish3 
$ cp oracle-jdbc-drivers/ojdbc6.jar glassfish/domains/domain1/lib 
$ cp oracle-jdbc-drivers/ojdbc6.jar 
glassfish/domains/domain1/lib/ext 
 
UNIX 
cd /u01/glassfish3/oracle-jdbc-drivers 
cp -p ojdbc6.jar /u01/glassfish3/glassfish/domains/domain1/ 
cp -p ojdbc6.jar 
/u01/glassfish3/glassfish/domains/domain1/lib/ext/ 
 
WINDOWS 
Copy C:\glassfish3\oracle-jdbc-drivers\ojdbc6.jar 
To C:\glassfish3\glassfish\domains\csfm_domain\lib 

 
Copy C:\glassfish3\oracle-jdbc-drivers\ojdbc6.jar 
To C:\glassfish3\glassfish\domains\csfm_domain\lib\ext 

 
2. Start the asadmin utility in multiple command mode (multimode). 

 
cd /u01/glassfish3/glassfish/bin 
./asadmin 
 
cd C:\glassfish3\glassfish\bin 
asadmin 

 
3. Restart the domain to make the JDBC driver available to the domain administration 

server (DAS). 
 
asadmin> restart-domain domain1 
Successfully restarted the domain 
Command restart-domain executed successfully 
 
asadmin> restart-domain csfm_domain 
Successfully restarted the domain 
Command restart-domain executed successfully 
 
or alternatively 
 
/u01/glassfish3/glassfish/bin/asadmin stop-domain domain1 
/u01/glassfish3/glassfish/bin/asadmin start-domain domain1 
 

4. Restart instances in the domain to make the JDBC driver available to them. 
 
asadmin> list-instances 
Command list-instances executed successfully. 
 
If no instances are returned, skip the following commands 
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asadmin> restart-instance pmd-i1 
Command restart-instance executed successfully. 
asadmin> restart-instance pmd-i1 
Command restart-instance executed successfully. 

 
5. Create Connection Pool 

 
6. In common task panel (left side of glass fish console) you'll find JDBC. Under JDBC you'll 

find JDBC resource and JDBC connection Pool. Click on JDBC Connection pool. 
 
http://<SERVERNAME>:4848/ 
admin/<PASSWORD> 
 
Expand Resources  JDBC  JDBC Connection Pools and Click on New 
 

 
 

7. Enter the pool name, resource type and database vendor type then click next. Refer to 
the screenshot. 
 
Pool Name: jdbcatfmd 
Resource Type: javax.sql.DataSource 
Database Driver Vendor: Oracle 
Click on Next 
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8. In this page, don't modify any fields in general setting except ping checkbox. In additional 
property section, give the user name, password, and connection URL. 
 
The default url for oracle 10g/11g is jdbc:oracle:thin:@localhost:1521:xe. 
 
User: ecfssm 
Password: fssadj01 
URL: jdbc:oracle:thin:@ecs-imdbtest.cpfm.utexas.edu:1523:fmtr12a 
Sample 2: jdbc:oracle:thin:@ecs-imdb1.cpfm.utexas.edu:1521:fmsp 
 
Click on Finish 
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If properly completed oracle 10G/11G installation, you will be able to ping the JDBC 
connection pool. 
 

 
 

9. Connection Pool Tuning 
 
General 
 
Pool Settings 
 
Initial and Minimum Pool Size: 10 Connections 
Maximum Pool Size: 50 Connections 
Pool Resize Quantity: 2 Connections 
Idle Timeout: 300 Seconds 
Max Wait Time: 60000 Milliseconds 
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Advanced 
 
Statement Timeout: 600 (10 minutes) 
Statement Cache Size: 10 
 

 
 
Connection Settings 
 
Validate At Most Once: 60 Seconds 
Connection Leak Timeout: 60 Seconds 
Connection Leak Reclaim: Checked 
Statement Leak Timeout: 60 Seconds 
Statement Leak Reclaim: Checked 
Creation Retry Attempts: 5 
Retry Interval: 10 Seconds 
 

 
 

10. Make Connection Validation is set to Required. You will get the following error if the 
customer has a nightly cold backup or database has been restarted for any reason. 
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Without Connection Validation, when users make a request to the connection pool after a 
database restart, the stale connection is provided to the user which results in the error. 
 
Connection Validation: Required (Checked) 
Validation Method: table 
Table Name: dual 
 
NOTE: The error can also be cleared by clicking on Flush on the general page of the 
JDBC Connection Pool  
 

 
 

 
 
Explanation 
Connection Pool manages a pool of connections and serves the user requests quickly as creating a 
new connection for each user request will take longer time. Since the connections are pooled, it is 
possible that a connection may become invalid or stale, i.e., database server may set the 
connection state to closed because of network failure or database might have been restarted. In 
such scenario, if the application retrieves a connection from connection pool, failure will occur 
indicating that the connection is no longer valid. 
 
To circumvent stale connections issue, connection pool property "is-connection-validation-required" 
can be set to true. This flag indicates the connection pool to validate the connection for every 
request by the application. Validating a connection ensures that the connection is in healthy state. If 
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the connection validation fails,connection will be removed from the pool and the application will get 
valid connection. [Pool will either return the next valid connection or create a new connection]. Thus 
validation ensures that every getConnection() request by the application  will be served by a valid 
connection. 
 

11. Create a JNDI look up name 
 
http://SERVERNAME:4848/ 
admin/PASSWORD 
 
Expand Resources -->JDBC -->JDBC Resources and Click on New 
 
Create JNDI look up name and click on pool name which you created. 
 
Click on OK 
 
JNDI Name: jdbcatfmd 
Pool Name: jdbcatfmd 
 

 
 

 
 

http://docs.oracle.com/cd/E19879-01/820-4335/geveg/index.html 
http://alexandru-ersenie.com/2011/03/01/glassfish-jdbc-connection-validation-explained/ 
http://pe-kay.blogspot.tw/2011/10/using-glassfish-monitoring-and-finding.html 
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Publish Static Content to WebLogic 

Most people know WebLogic has a built in web server. Typically this is not an issue as you 
deploy java applications and WebLogic publishes to the web. But what if you just want to display 
a simple static HTML page. In WebLogic you can develop a simple web application to display 
static HTML content. 

In this example I used WLS 10.3.3. I want to display 2 files, an HTML file, and an xsd for 
reference. 

1. Create a directory of your choice, this is what I will call the document root.  
 
Unix: 
mkdir /home/oracle/html 
 
Windows: 
create C:\CSFMobile\html 
 

2. Download the war file from http://my.apptreeesoftware.com/atf/doc_root.zip. This file 
creates a simple web app to expose the files. 
 

3. In the war file you will see a directory WEB-INF, inside there you will see 2 files, web.xml, 
and weblogic.xml. There is no need to edit these files but if you want to change the 
context or the directory edit the weblogic.xml file to match your environment. 
 
Unix 
 
<!DOCTYPE weblogic-web-app PUBLIC "-//BEA Systems, Inc.//DTD Web 
Application 8.1//EN" 
"http://www.bea.com/servers/wls810/dtd/weblogic-web-jar.dtd"> 
 
<weblogic-web-app> 
 
  <container-descriptor> 
    <index-directory-enabled>true</index-directory-enabled> 
  </container-descriptor> 
 
  <virtual-directory-mapping> 
    <local-path>/home/oracle/html</local-path> 
    <url-pattern>*</url-pattern> 
  </virtual-directory-mapping> 
 
  <context-root>/html</context-root> 
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</weblogic-web-app> 
 
Windows 
 
<!DOCTYPE weblogic-web-app PUBLIC "-//BEA Systems, Inc.//DTD Web 
Application 8.1//EN" 
"http://www.bea.com/servers/wls810/dtd/weblogic-web-jar.dtd"> 
 
<weblogic-web-app> 
 
<container-descriptor> 
<index-directory-enabled>true</index-directory-enabled> 
</container-descriptor> 
 
<virtual-directory-mapping> 
<local-path>C:/CSFMobile/html</local-path> 
<url-pattern>*</url-pattern> 
</virtual-directory-mapping> 
 
<context-root>/html</context-root> 
 
</weblogic-web-app> 
 

4. After you’ve updated your weblogic.xml, repackage your WEB-INF folder using jar or 
compression utility such as winrar or 7zip. Make sure the packaged file has .war 
extension such as html.war. 
 
NOTE: If using WinRAR, make sure Archive Format is zip and not rar. 
If the war file is not recognized, use “jar” instead. 
 
set JAVA_HOME=D:\oracle\java\jdk17021 
set PATH=%JAVA_HOME%\bin;%PATH% 
 
cd D:\APPTMobile\ 
 
jar -cvf html.war WEB-INF 
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5. Login to the WebLogic console to deploy application 
 
http://SERVER:8001/console 
 

6. Click on Deployments 
7. Click on Lock & Edit  
8. Click Install and upload the war file downloaded in step 2  

 

 
 

9. Leave default "Install this deployment as an application" and click Next  
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10. Click Next in the next screen 
 

 
 

11. Accept the defaults and click Finish 
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12. Deployment completes successfully, now click the Activate Changes  
 

 
 

13. You should now see the application started in the deployments. Select the application 
and click Start   Servicing all requests 
 

 
 

14. You can now access your static content via the following URL  
 
http://localhost:7001/html/test.html 
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15. WebLogic Server caches the static contents by default. Uploading new files does not 
require stopping and starting the “html” deployment. However, a stop and start of the 
“html” deployment is required if a file is being replaced or updated. 
 
http://SERVERNAME:8001/html/test.html 
 

 
 
vi /u01/oracle/CSFMobile/html/test.html 
 
<HTML> 
TEST 
TEST 
TEST 
TEST 
TEST 
</HTML> 
 
http://SERVERNAME:PORT/console 
 
Click on Deployments and check the check box next to html 
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Select the Stop dropdown and select Force Stop Now 
 

 
 
Click on Yes to confirm the shutdown in the next screen 
 
Back on the Deployments Page, check the checkbox next to html and select the Start 
dropdown then select Servicing all requests 
 

 
 
Click on Yes to confirm the startup in the next screen 
 
Confirm the new version of the replaced file displays instead of the cached version 
 
http://SERVERNAME:PORT/html/FILENAME.html 
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LDAP Authentication Integration 
 
Hostname: myldap.apptreesoftware.com 
Address: 216.218.228.11 
Port 389/636 
Search Base: o=apptreesoftware.com 
Directory Type: OpenLDAP 
 
Directory Tree 
 
o=apptreesoftware.com 
- ou=People,o=apptreesoftware.com 
 - ou=local,o=apptreesoftware.com 
 
Sample LDAP Search Filter 
 
Base Dn: o=apptreesoftware.com 
Filter: uid=echl4604 
Scope: Subtree 
 
Base Dn: o=apptreesoftware.com 
Filter: uid=ecrg4605 
Scope: Subtree 
 
Working Dir: C:\CSFMobile 
 
1) Obtain LDAP Server SSL Certificate using openssl 

 
openssl s_client -connect myldap.apptreesoftware.com:636 
 
-----BEGIN CERTIFICATE----- 
MIIFXTCCBEWgAwIBAgIQLfgJLMJT4+/qDsUf+STy7TANBgkqhkiG9w0BAQUFADCB 
tTELMAkGA1UEBhMCVVMxFzAVBgNVBAoTDlZlcmlTaWduLCBJbmMuMR8wHQYDVQQL 
ExZWZXJpU2lnbiBUcnVzdCBOZXR3b3JrMTswOQYDVQQLEzJUZXJtcyBvZiB1c2Ug 
YXQgaHR0cHM6Ly93d3cudmVyaXNpZ24uY29tL3JwYSAoYykxMDEvMC0GA1UEAxMm 
VmVyaVNpZ24gQ2xhc3MgMyBTZWN1cmUgU2VydmVyIENBIC0gRzMwHhcNMTIxMDAx 
MDAwMDAwWhcNMTUxMDAyMjM1OTU5WjCBmDELMAkGA1UEBhMCVVMxFDASBgNVBAgT 
C0Nvbm5lY3RpY3V0MRIwEAYDVQQHFAlOZXcgSGF2ZW4xGDAWBgNVBAoUD1lhbGUg 
VW5pdmVyc2l0eTEoMCYGA1UECxQfSW5mb3JtYXRpb24gVGVjaG5vbG9neSBTZXJ2 
aWNlczEbMBkGA1UEAxQSZGlyZWN0b3J5LnlhbGUuZWR1MIIBIjANBgkqhkiG9w0B 
AQEFAAOCAQ8AMIIBCgKCAQEA6wRPbVuyzpQepbmdo80V6MmzUtAvH1XYAbNEChWU 
cPd1zD5QwPC9BCMH0Q7LiM5pGXCTgS/byA9XI0/Ulso+V1T1bubazswutbFvwwBC 
Pttym07y1BfYZClWeNJcW3vsbKWozJ5N7reCgyfszUqRT9dNAtM5ig5gaHtc3srb 
r+c1q6+TX+3Dwx9iUm5gQP3YBNvF1u+LVPJBFNJtA3WY7t1LUNwPQtkExbBYeu3j 
i0vCKQtIbPU3rK/dHiubiwGqmVJKs1l9rd8MnOS/S5TuPPCNpbRDni4eww2R1Iah 
S6N10vq2oml90+wRmfXxayrdcZMyzqZobBLLnAKrwnVoowIDAQABo4IBgjCCAX4w 
HQYDVR0RBBYwFIISZGlyZWN0b3J5LnlhbGUuZWR1MAkGA1UdEwQCMAAwDgYDVR0P 
AQH/BAQDAgWgMEUGA1UdHwQ+MDwwOqA4oDaGNGh0dHA6Ly9TVlJTZWN1cmUtRzMt 
Y3JsLnZlcmlzaWduLmNvbS9TVlJTZWN1cmVHMy5jcmwwQwYDVR0gBDwwOjA4Bgpg 
hkgBhvhFAQc2MCowKAYIKwYBBQUHAgEWHGh0dHBzOi8vd3d3LnZlcmlzaWduLmNv 
bS9jcHMwHQYDVR0lBBYwFAYIKwYBBQUHAwEGCCsGAQUFBwMCMB8GA1UdIwQYMBaA 
FA1EXBZTRMGCfh0gqyX0AWPYvnmlMHYGCCsGAQUFBwEBBGowaDAkBggrBgEFBQcw 
AYYYaHR0cDovL29jc3AudmVyaXNpZ24uY29tMEAGCCsGAQUFBzAChjRodHRwOi8v 
U1ZSU2VjdXJlLUczLWFpYS52ZXJpc2lnbi5jb20vU1ZSU2VjdXJlRzMuY2VyMA0G 
CSqGSIb3DQEBBQUAA4IBAQAz3zFKRWxQQrsLeu61A/BWoRGEgjbAyc8RO1dvkZsl 
6dHoZeRyy7br0FCFzFn2HVjGdpOjsxDBVBfAwtgSkTF7vTUhDTZK/mQPxZh6IvAb 
JbYsQZHjQ1SgcpHwwnkDBm2g2tGMgnD1fCYKFkH6DBxuRXESAy9aIanrkHPZfDZJ 
Jv9UsVcsRMwXwJMS+zofcOJtjGQqk3ZO6aiPbStIJBCR3/o5nKS/fK5VPsfktymS 
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CvuMLNoQBHFnPhzroMQLPG91Im0SqDFDSbRjVnjl8IsUvKunkBy+d93YQ126FoZN 
9BxQ8HaWz2NxlkUbwEnH03mBQeqZ7SswEnka4noRmzal 
-----END CERTIFICATE----- 
 

2) Test LDAP authentication on application server 
 
set JAVA_HOME=C:\oracle\java\jdk1.6.0_34 
set PATH=%JAVA_HOME%\bin;%PATH% 
 
1. Edit C:\CSFMobile\ldap_fn.java 

 
a. Set keystore 

 
String keystore = "C:\\oracle\\java\\jdk1.6.0_34\\jre\\lib\\security\\cacerts"; 

 
b. Change Context.REFERRAL from follow (MS AD Specific) to ignore 

 
env.put(Context.REFERRAL, "ignore"); 
 
import java.io.*; 
import java.util.*; 
import java.lang.String; 
 
import javax.naming.*; 
import javax.naming.directory.*; 
 
import com.sun.security.auth.*; 
 
public class ldap_fn 
{ 
    private static DirContext ctx = null; 
 
    public static void main(String[] args) 
    { 
        String retval = new String(); 
 
        if ( args[0].compareToIgnoreCase("auth") == 0 ) 
        { 
            retval = bind(args[1], args[2], args[3]); 
        } 
        else if ( args[0].compareToIgnoreCase("query") == 0 ) 
        { 
            retval = ssl_ldap_qry(args[1], args[2], args[3], args[4], args[5], args[6]); 
        } 
        else 
        { 
            retval = "*Usage:  ldap_fn auth|query ldap_server ldap_auth_dn ldap_passwd ..."; 
        } 
        System.out.println(retval); 
    } 
 
    public static String bind(String ldap_server, String username, 
                                     String password) 
    { 
        String retval = new String(); 
        try 
        { 
            retval = def_auth(ldap_server, username, password); 
 
            if ( retval.compareTo("0") == 0 ) 
                ctx.close(); 
        } 
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        catch (NamingException e) 
        { 
            return("*LDAP failure: " + (String) e.getMessage()); 
        } 
        return(retval); 
    } 
 
    //  Make ssl ldap query.  See stub for usage. 
    public static String ssl_ldap_qry(String ldap_server, String username, 
                                      String password, String ldap_dn, 
                                      String cn, String attr) 
    { 
        int i, j, pos; 
        String retval = new String(); 
        String ldap_auth_ok = new String(); 
        char sep = 0; 
        String[] ldap_attr = new String[50]; 
 
        //  Parse the ldap attribute list to be queried.  Field separator is a pipe char. 
        pos=0; 
        j=0; 
        for ( i=0; i < attr.length(); i++ ) 
        { 
            if ( attr.substring(i, i+1).compareTo("|") == 0 )  
            { 
                ldap_attr[j] = attr.substring(pos, i); 
                pos=i+1; 
                j++; 
            } 
        } 
        ldap_attr[j] = attr.substring(pos); 
 
        //  Make ldap connection and query the user's attribute. 
        try 
        { 
            ldap_auth_ok = ssl_auth(ldap_server, username, password); 
            if ( ldap_auth_ok.compareTo("0") == 0 ) 
            { 
                SearchControls constraints = new SearchControls(); 
 
                constraints.setSearchScope(SearchControls.SUBTREE_SCOPE); 
                NamingEnumeration persons = ctx.search(ldap_dn, "cn=" + cn, constraints); 
                while (persons.hasMore())  
                { 
                    SearchResult sr = (SearchResult) persons.next();   
                    Attributes attrs = sr.getAttributes(); 
                    //  Store all the attributes as a single string with a | 
                    //    as the field separator. 
                    for ( i=0; i <= j; i++ ) 
                    { 
                        try 
                        { 
                            if ( retval.length() > 0 && 
                                 sep == 0 ) 
                                sep = '|'; 
                            if ( ldap_attr[i].compareTo("dn") == 0 || 
                                 ldap_attr[i].compareTo("distinguishedname") == 0 ) 
                                retval = retval + sep + ldap_attr[i] + ": cn=" + attrs.get("cn").toString().substring(5) + "," 
+ ldap_dn; 
                            else 
                                retval = retval + sep + attrs.get(ldap_attr[i]).toString(); 
                        } 
                        catch ( NullPointerException e) 
                        { 
                            retval = retval + "|" + ldap_attr[i] + ": null"; 
                        } 
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                    } 
                } 
                ctx.close(); 
            } 
            else 
                // LDAP authentication failed. 
                retval = " *LDAP failure:  Authentication failed for user " + cn; 
                // retval = ldap_auth_ok; 
        } 
        catch (NamingException e) 
        { 
            if ( (String) e.getMessage() != null ) 
                retval = " *LDAP failure: " + (String) e.getMessage(); 
        } 
        if ( retval.length() == 0 ) 
                retval = " *LDAP failure: User " + cn + " not found"; 
        // Strip out the "garbage" first char. 
        return retval.substring(1); 
    } 
 
 
    //  Create ldap connection context. 
    public static String ssl_auth(String ldap_server, String username, 
                                  String password) 
    { 
        Hashtable env = new Hashtable(12); 
 
        //String keystore = "C:\\Java\\jdk1.6.0_32\\jre\\lib\\security\\cacerts"; 
  String keystore = "C:\\oracle\\java\\jdk1.6.0_34\\jre\\lib\\security\\cacerts"; 
   
        System.setProperty("javax.net.ssl.trustStore", keystore); 
        env.put(Context.INITIAL_CONTEXT_FACTORY,"com.sun.jndi.ldap.LdapCtxFactory"); 
        env.put(Context.PROVIDER_URL, "ldap://" + ldap_server + ":636"); 
        env.put(Context.SECURITY_AUTHENTICATION, "simple"); 
        env.put(Context.SECURITY_PRINCIPAL, username); 
        env.put(Context.SECURITY_CREDENTIALS, password); 
        env.put(Context.SECURITY_PROTOCOL, "ssl"); 
 
        //  This is an AD specific setting; use "ignore" for others. 
        //env.put(Context.REFERRAL, "follow"); 
  env.put(Context.REFERRAL, "ignore"); 
 
        // SSL authentication 
  env.put("java.naming.ldap.factory.socket", "javax.net.ssl.SSLSocketFactory"); 
        env.put("java.naming.ldap.version", "3"); 
 
        try 
        { 
            ctx = new InitialDirContext(env); 
            return "0"; 
        } 
        catch (NamingException e) 
        { 
            System.out.println(" *LDAP failure: " + (String) e.getMessage()); 
            // StringWriter sw = new StringWriter(); 
            // e.printStackTrace(new PrintWriter(sw)); 
            // return (sw.toString()); 
        } 
 
        return "1"; 
    } 
 
    //  Create ldap connection context. 
    public static String def_auth(String ldap_server, String username, 
                                  String password) 
    { 
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        Hashtable env = new Hashtable(12); 
 
        //String keystore = "C:\\Java\\jdk1.6.0_32\\jre\\lib\\security\\cacerts"; 
  //String keystore = "C:\\oracle\\java\\jdk1.6.0_34\\jre\\lib\\security\\cacerts"; 
   
        //System.setProperty("javax.net.ssl.trustStore", keystore); 
        env.put(Context.INITIAL_CONTEXT_FACTORY,"com.sun.jndi.ldap.LdapCtxFactory"); 
        env.put(Context.PROVIDER_URL, "ldap://" + ldap_server + ":389"); 
        env.put(Context.SECURITY_AUTHENTICATION, "simple"); 
        env.put(Context.SECURITY_PRINCIPAL, username); 
        env.put(Context.SECURITY_CREDENTIALS, password); 
        //env.put(Context.SECURITY_PROTOCOL, "ssl"); 
 
        //  This is an AD specific setting; use "ignore" for others. 
        //env.put(Context.REFERRAL, "follow"); 
  env.put(Context.REFERRAL, "ignore"); 
 
        // SSL authentication 
  //env.put("java.naming.ldap.factory.socket", "javax.net.ssl.SSLSocketFactory"); 
        env.put("java.naming.ldap.version", "3"); 
 
        try 
        { 
            ctx = new InitialDirContext(env); 
            return "0"; 
        } 
        catch (NamingException e) 
        { 
            System.out.println(" *LDAP failure: " + (String) e.getMessage()); 
            // StringWriter sw = new StringWriter(); 
            // e.printStackTrace(new PrintWriter(sw)); 
            // return (sw.toString()); 
        } 
 
        return "1"; 
    } 
 
} 
 

2. Import SSL Certificates into keystore 
 
keytool -import -alias myldap -file 
C:\CSFMobile\myldap.apptreesoftware.com.cer -keystore 
C:\oracle\java\jdk1.6.0_34\jre\lib\security\cacerts -storepass 
changeit 
 
keytool -import -alias verisignc3 -file 
C:\CSFMobile\verisignc3.cer -keystore 
C:\oracle\java\jdk1.6.0_34\jre\lib\security\cacerts -storepass 
changeit 
 
keytool -import -alias verisigng5 -file 
C:\CSFMobile\verisigng5.cer -keystore 
C:\oracle\java\jdk1.6.0_34\jre\lib\security\cacerts -storepass 
changeit 
 

3. Compile the java program 
 
set JAVA_HOME=C:\oracle\java\jdk1.6.0_34 
set PATH=%JAVA_HOME%\bin;%PATH% 
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cd C:\CSFMobile 
 
javac ldap_fn.java 
 
Output: 
Note: ldap_fn.java uses unchecked or unsafe operations. 
Note: Recompile with -Xlint:unchecked for details. 
 

4. Test java LDAP Bind from command line 
 
LDAP Server: myldap.apptreesoftware.com 
LDAP User DN: echl4604@apptreesoftware.com 
LDAP Password: mypassword 
 
C:\oracle\java\jdk1.6.0_34\bin\java -cp C:\CSFMobile ldap_fn auth 
myldap.apptreesoftware.com " echl4604@apptreesoftware.com " 
"mypassword" 
 
Will return either 0 or 1 
 
0 - authenticated successfully 
 
C:\oracle\java\jdk1.6.0_34\bin\java -cp C:\CSFMobile ldap_fn auth 
myldap.apptreesoftware.com " echl4604@apptreesoftware.com " 
"wrongpassword" 
 
1 - failed 
 
*LDAP failure: [LDAP: error code 49 - 80090308: LdapErr: DSID-0C0903A9, comment 
: AcceptSecurityContext error, data 52e, v1db1 ] 
1 

 
3) Integrate LDAP Authentication into Web Services and Test 

 
http://SERVERNAME:PORT/csfmp/login?UserName=echl4604&Password=mypassword 
 

4) AppTree Framework Mobile Parameter DML 
 
delete from FWEB_parameter 
  where parameter in ('ENABLE_LDAP_AUTH', 'LDAP_HOST', 
'LDAP_BASE','LDAP_ENABLE_SSL','LDAP_SSL_PORT','LDAP_PORT'); 
 
insert into FWEB_PARAMETER ( parameter, value) 
   values ('ENABLE_LDAP_AUTH', 'Y'); 
 
insert into FWEB_parameter (parameter, value) 
   values ('LDAP_HOST', 'myldap.apptreesoftware.com'); 
 
insert into fweb_parameter (parameter, value) 
   values ('LDAP_BASE', '<USERID>@apptreesoftware.com'); 
 
insert into fweb_parameter (parameter, value) 
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   values ('LDAP_ENABLE_SSL', 'N'); 
 
insert into fweb_parameter (parameter, value) 
   values ('LDAP_PORT', '389'); 

 
Disclaimer and Intended Use: 
  
The document is intended for the use of [CUSTOMER].  This document contains passwords and 
access information.  It has been password protected.  The document should be secured and the 
distribution of the document should be limited to [ROLE BASED DISTRIBUTION LIST. 
EXAMPLE: the system administrators and database administers for the systems it pertains to]. 
  
This document has NO WARRANTY and is being presented ‘as is’ and should be used at your 
own risk.  Efficient Computing Inc. does not warranty that the contents of the document are free 
from error or that it is complete.  Efficient Computing Inc. is not responsible for any negative 
outcomes associated with the use of this document. 

  
 


